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Strategizing, Navigating and Managing New Media
Social Media:  Navigating Social Media by Cultivating the Conversation and Managing the Rewards and Risks

Social Media Phenomenon is explosive

Everyone knows of Facebook, YouTube, LinkedIn and Twitter, but there are hundreds of social media websites with millions of participants.  A few quick facts from EConsultancy, known for providing reasonably recent data: 

· Facebook added 100 million users in less than 9 months. 

· Social networks and blogs are the 4th most popular online activities online.
· 67% of global users visit member communities and 10% of all time spent on the internet is on social media sites. 
· 80% of companies use, (or are planning to use), LinkedIn as their primary tool to find employees during the course of this year. 
· Around 64% of marketers are using social media for 5 hours or more each week during campaigns, with 39% using it for 10 or more hours per week.
It is likely that by the time this is presented, those numbers will be out of date.  

That is the biggest obstacle of all – navigating through a rapidly changing digital landscape that is ever changing and expanding.  What we know today is ancient tomorrow.   

While the numbers may change, one consistency has been the involvement of individuals and businesses utilizing social media.  Social media attracts big businesses, small business, celebrities, politicians, governments.  It impacts the marketing, advertising, and public relations practices of both big and small businesses.  Social Media creates an interactive, multi party conversation with endless opportunities for growth, expansion, and profit.  Simultaneously, it brings to light legal issues of defamation, intellectual property (including Copyright and Trademark), computer forensic and electronic discovery, employee hiring and firing, testimonials, and paid for endorsements.  
A balance between the benefits and risks of social media must be struck.  The key to that balance is for your business to change the conversation to encourage people to say the right things about your business and its products and services, to navigate the evolving digital landscape and to protect yourself and your business so that you stay clear of potentially deadly digital legal minefields and have an appropriate corrective action plan for resolving any unforeseen conflicts.  
Cultivating the Conversation and Managing Rewards and Risks
“People are either going to talk with you or about you.”

Participating “in” the Conversation.  Numerous social media platforms, including blogs, Facebook, Twitter, MySpace, YouTube, empower businesses with the ability to infuse the conversation with positive PR, encourage positive Word of Mouth  Marketing, and engage in rapid customer service.  No longer is the conversation a one way line of communication with brand managers controlling what consumers are told.  Social media provides venues that allow consumers to shape the conversation by sharing their experiences, stories, reports, and “likes” and “dislikes” with others.  These searchable conversations present great advantages to businesses who can collect this data to better position themselves and quickly react to customer feedback.  However, the ease, and relatively no cost of consumers engaging in the conversation in this manner, can also be detrimental to a brand or business.  An unhappy customer who feels he is the victim of poor service can cause a Twitter frenzy instantaneously spreading bad PR about a business from his smart phone Tweet before he has even left the physical store.

If you’re not “in,” you’re not necessarily “out”.  Some businesses have not made the jump to participate “in” the conversation, but that does not mean they are “out” of it.  For companies that do not directly engage in the conversation, it is advisable for them to monitor what is being said about their business, products, and/or services.  

Cultivate it.  Whether you are actively participating in the conversation, or merely monitoring and responding, you cannot control what others will say.  However, you can cultivate the conversation, meaning encouraging people and businesses to say the right things about your business and its products and services.  Cultivating the conversation also means properly strategizing your businesses’ involvement in the conversation and preparing your businesses’ “Rules of Engagement” for participation in the conversation and responding to the conversation should it turn sour.  
Preparation is Key.  There are endless, obvious, advantages to participating in the conversation.  Those endless possibilities are met with obvious, and not so obvious legal implications and risks – many which may still be unknown today as new technology develops and progresses.    Before jumping head first into the conversation, take note of the obvious and not so obvious legal considerations, and properly prepare your business to engage in the conversation.  Preparation is key for participating in the conversation and cultivating the conversation in a favorable way. 
Social Media for Advertising and Marketing

Advertising and Marketing Considerations.  Know the legalities of the arena in which you will be cultivating the conversation and how those legalities impact advertising and marketing.   
· Read the Contract.  Carefully examine contracts with Third Parties (including host servers, social media platforms) to understand their rights and obligations and your rights and obligations. 


· Take it Down Now! Consider third party “take down” obligations and corollary obligations of your business: Who is responsible for monitoring inappropriate language?  Who can and should submit take down requests?  What are the timeframes for action on those requests? 
· Promotions, Contests, Sweepstakes and Giveaways.  Consider contractual language regarding sweepstakes, give-aways, contests, and other promotions offered within social media networks: i.e. “First ten people to re-Tweet win a $50.00 gift certificate.”  YouTube currently helps businesses by offering YouTube’s “Contest Channel” and is silent about the terms of service regarding sweepstakes, promotions, or contests.  While Facebook allows publication of contests on Facebook, its terms of service specifically prohibit Facebook based sweepstakes, giveaways, and contests without Facebook’s prior written consent.  If consent is granted, it is often with many conditional strings attached and the strict prohibition of using Facebook’s name in any of the marketing materials related to the promotion. 

· Consider potential copyright and trademark infringements.  Ensure that content you use, or content you make accessible for others to use, is legally protected by you or legally yours to share.  (see Intellectual Property).  
· Social Media has “No Boundaries”.  Consider what you are promoting and to whom.  Social Media reaches the globe, so unless you plan on researching the promotional laws of every country, your business promotion should be limited to those countries where you do business and/or have legal counsel.  Check state and federal regulations for contests and sweepstakes.   

· Social Media Guidelines.  Inform your employees of acceptable social media advertising and marketing practices in set guidelines so that everyone in your business is aware of the appropriate and inappropriate use of social media.  (see Employment Issues).   
· Federal Trade Commission (FTC) Guidelines.  The FTC recently revised its Guidelines Concerning the Use of Endorsements and Testimonials in Advertising.   Section 5 of the FTC’s Guidelines requires disclosure of a material connection between an advertiser and endorser when such relationship is not otherwise apparent from the context of the communication that contains the endorsement. 

· The FTC Guides set forth: “Advertisers are subject to liability for false or unsubstantiated statements made through endorsements, or for failing to disclose material connections between themselves and their endorsers. Endorsers also may be liable for statements made in the course of their endorsements.”

· The FTC’s Division of Advertising Practices recently exercised the guides by giving written “warning” to Ann Taylor for giving gifts to bloggers who wrote favorable reviews without disclosing the material connection (receipt of free products or perks to the blogger).  
· User Generated Content for Advertising.  Companies have utilized User Generated Content (UGC), ranging from user’s uploaded photos, videos, and commentary, to create promotions to be used in advertisements and/or to be viewed by other consumers.  Companies have a responsibility to monitor UGC and be sure that UGC does not defame competitors, constitute intellectual property infringement, or constitute false advertising.  
· Quizno’s  launched the “Quizno’s v. Subway Ad Challenge” and solicited UGC 
from users to promote Quizno’s as the superior, meatier sandwich shop.  In 2007, Subway filed suit against Quizno’s, claiming that Quizno’s display of the “winning” UCG video was false and misleading advertising under the Lanham Act.
  In February of 2010, Quizno’s settled the legal dispute, leaving the question of how much control a company has over UGC, and whether a company is “actively responsible” for UGC.

· To protect against litigation, companies should establish policies for accepting UGC from users, should make it clear to users that the company reserves the right to reproduce, alter, modify, share, and display the UGC, and should actively monitor UGC to ensure that UGC does not violate any third party rights, including intellectual property rights, moral rights, and privacy rights of businesses or individuals appearing in the displayed content.  Furthermore, the company should notify users that UGC should not contain any defamatory, libelous, racial, pornographic content, or illegal content, and should give proper notice regarding rules and regulation regarding children.  These precautions are necessary even when companies utilize social media platforms that have UGC policies in place.  Furthermore, it is important to note that companies intending to utilize UGC for commercial or print advertisements must obtain a release from any individual to be featured in the advertisement and may be bound by the industry wide contracts of the SAG Screen Actors Guild (“SAG”) and American Federation of Television and Radio Artists (“AFTRA”) commercials contracts. 
· Talent, Commercials, and Content.  It is well known that traditional television and radio media often engage celebrities, notables, or professional actors to pitch a product in a commercial.  Depending on the activity, advertiser, and individual involved, the parties may be contractually bound by industry standard contracts from the Screen Actors Guild (“SAG”), American Federation of Television and Radio Artists (“AFTRA”), and the American Federation of Musicians (“AFM”).  These standard contracts regulate the terms and conditions of the actor’s involvement in commercials.  SAG, AFTRA, and AFM contracts only apply to advertising content that falls within the definition of a “commercial.” Generally, a commercial is content that can be taken as a whole from the internet and used for television or radio promotion.  However, with new media, marketing, and advertising promotions creatively disguising commercials as viral entertainment, the line separating commercials from other entertainment is hard to draw.  SAG, AFTRA, and AFM have remained at the forefront of the changes in technology and specifically address new media in their contracts and provide information on their websites.


    

Rules of Engagement.  Whether your business is actively participating in the conversation, or merely monitoring and responding, your business should have a strategy to engage social media and how it will respond to both good and bad PR.  

· Who, What, When, and Where.  Businesses with employees should clearly determine who is authorized to participate in the conversation about you business, the scope of what the employees are allowed to communicate, when employees can participate, and where (social media venues) the employee can access to participate in the business related conversation.  
…Why?  To protect your business.  
…and How?  With Social Media Guidelines and Policies.  (see “Employment”)  
· Responding to negative Social Media.  Even seemingly innocent and neutral posts can spark a tidal wave of negative backlash.  How will your business react if the responses to a conversation you start are not quite favorable? 
· Best Buy: In 2009 Best Buy asked its Facebook Fans “What do you think about offering Bestbuy.com in Spanish?” This question turned into what Best Buy’s Senior Director of Interactive Marketing and Emerging Media described as a “landmine.”  “There were hundreds of negative responses flowing in, people posting racist, rude comments.”

· United Airlines.  Dave Carroll’s Taylor guitar was destroyed by United Airlines baggage handlers during a flight.  He made requests for reimbursement, all of which were denied.  Mr. Carroll’s response was the viral YouTube song, “United Breaks Guitars,” which decries United’s poor customer service.  Some have commented that the bad PR associated with this song caused a ten percent decline in United’s stock, costing the company $180 million dollars.  Whether this is fact, or merely typical fluctuation in airline stock prices cannot be said for certain.  However, the YouTube Video was viewed by over 8,700,877 viewers in 11 months.  Properly preparing your business a corrective action plan that can be quickly implemented can save your business time, money, and good will.  
· Strategy: Have a Corrective Action Plan in place.  First and foremost, a business should note that negative feedback or commentary is not representative of every customer or even the majority of customer’s opinions.  Therefore, it is important to strategize the response so as to end the negative conversation without igniting a secondary conversation that infuriates loyal customers.  Implementing a Corrective Action Plan can help businesses to do this.  A Corrective Action Plan can also assist the business in taking an inventory of the conversation in order to assess how to appropriately respond.  Among other things, a Corrective Action Plan’s analysis should contemplate:     
· Who made the post? An employee, third party, client, journalist? 
· What was said in the post? Was the content false, defamatory, an exercise of Free Speech rights? 
· Where was the post made? On a third party site or company operated site?
· How to respond: (generally)
· Replace Fiction with Fact.  False posts may be corrected with accurate, factual information.
· Litigation.  Defamatory posts may result in litigation.   
· Taking down a post.  Posts made on company websites can be taken down.  It is advisable for a company to post terms of use for the site to preempt explanation of what types of content will be removed from the site.  If the post is on a third party site, the company may request for it to be removed.  However, taking down a post down is not always the best course of action.  Removal of the post can end the conversation without a resolution.  Sometimes, it is in the best interest of the company to continue the conversation online or offline.  One strategy is for a company to have an authorized representative reach out to the poster and offer to resume the conversation offline.  

· Heather B. Armstong, well known “Mommy Blogger” 
 with over 1 million followers, caused a Twitter frenzy by tweeting her frustration and advising followers to never buy a specific name brand washing machine.
  An authorized representative of the company responded to Ms. Armstrong’s tweet, asking her to Direct Message him, and offered to continue the conversation offline to resolve the issue.    
Data Privacy and Security
There are ever changing concerns regarding privacy and security of user information collected by Social Media platforms.  As new platforms become available, new privacy and security practices are set in place.  Existing platforms reserve the right to alter their privacy and security policies.  Recently, it has been consumers and consumer advocacy groups, rather than actual laws or regulations, that have strongly influenced the privacy and security policies of social media platforms.  
User Agreements.  User Agreements set forth the rights and responsibilities of the social media platform and the user.  User Agreements are typically comprised of (1) Terms of Use and (2) Privacy Policy.  While the Terms of Use and Privacy Policy can be combined into one “User Agreement,” they are often displayed as two separate documents, so as to conspicuously emphasize the significance of each document.  
· Privacy Policy sets forth a company’s practice regarding the collection, use, storage, and sharing of user’s personal information.

· Terms of Use set forth the conditions upon which the platform will be offered to the user and the conditions by which the user must abide by in order to access and use the platform. 

Privacy Policies and Terms of Use are typically agreements between the single platform and the user.  These Agreements often inform the user that the Privacy Policy and Terms of Use of third party sites accessed through the platform are separate and distinguished from those of the single platform. 

When businesses utilize these social media platforms, they are consenting to the Terms of Use and Privacy Policies of the platform.  Because it is the social media platform Terms and Privacy Policy that regulates the site, and not that of the business, removal of third party content on a business’s site can present many obstacles.  Social media platform’s remedies for removing content vary across the board.  
On YouTube, content must be “flagged” for removal.
  On Facebook, depending on the information disclosed in the content, content can be reported as poster abuse of Facebook’s Statement of Rights and Responsibilities (the “Terms”).107 In Section 5 of the Terms.
  
Other Implications.  The amount of personal data collected by social media platforms increases the possibility of criminal issues such as identity theft, employee misappropriation of client information and lists.  It is also important to remember that what is viewed as “personal information” here in the United States is different than as defined by the European Union and Canada. 
Intellectual Property
Though many social media platforms set forth how copyright and trademark infringements will be resolved, it ultimately is up to the trademark or copyright owner to monitor and protect its ownership rights.  Therefore, it is important to develop an internal policy for defining objectionable use of copyright or trademarks, monitoring for such use, and responding to such use.   While the Terms of Use of popular sites such as Twitter and Facebook state that the respect the rights of others, the burden of identifying and reporting misuse falls upon the owner.  
Trademark: protect words, names, symbols, sounds, or colors that distinguish goods and services from those manufactured or sold by others and to indicate the source of the goods. Trademarks, unlike patents, can be renewed forever as long as they are being used in commerce.

Copyright: protect works of authorship, such as writings, music, and works of art that have been tangibly expressed.
 
Impersonation and Parodies. Social media platforms are prime distribution venues for impersonating celebrities and businesses and poking fun at celebrities and businesses through use of parodies.  Many social media platforms, such as Twitter, Facebook, and YouTube have adopted impersonation policies and parody policies outlining what is and is not acceptable use, and threatening termination of an account for improper use.  It is important to read and understand these platform policies when utilizing sites, and to institute your own policies when running advertising and marketing campaigns that utilize UGC on such platforms.         
Employment Issues
Importance of a Social Media Policy.  Companies have always realized employees reflect upon the identity of the company they work for whether they intend to or not.  However, no longer does an employee simply speak negatively about his or her company at a family barbeque or call into question the professionalism of the organization by having a few too many drinks at happy hour.  With the emergence of Facebook, Twitter, YouTube, LinkedIn and the various other social-networking sites, employees can now have a more significant, and serious, impact upon the company they work for as their actions can be viewed (over and over again) by millions of people around the world.  A social media policy can be a company’s only form of defense when an employee’s actions are dispersed over the internet, whether intentional or not.  
What should a Social Media Policy Cover.  Employers should be candid with employees that employers can now monitor employee’s actions at any time of day and from any location; it does not matter whether an employee uploads or posts content from home or work, an employer can have immediate access to such material at any time.  As social networking applications such as Foursquare and other location-based tracking and “check-in” networks grow in usage, companies will be able to see where an employee is at all times, what they are doing, and who they are doing it with.
Traditionally, an employee could assume that emails and other communication with employees would be monitored by supervisors and what was said could have an effect on employment status.  Social media enables, at the great fear of employers, employees to communicate directly, through open-source shared content, with consumers, potential clients, potential employers and the public at large.  This can have a significant effect, both positive and negative on the company as a whole, it’s image, it’s bottom-line and eventually its ownership and stockholders.  

It is imperative that an employee understands that the company’s conduct policies regarding disclosure of information, non-competition, ethics, and harassment include all forms of communication from traditional snail-mail through any type of current social and/or digital media.  The employee must understand these policies are in effect outside the office doors and beyond working hours, not only between the hours of 9:00 a.m. and 5:00 p.m..  If an employee “tweets” about their boss on a Saturday, they must understand through a clear Social Media Policy that those actions may trigger consequences on Monday.  Through the Social Media Policy, the employee should be notified what constitutes permissible and impermissible actions, how his or her actions will be monitored, how improper actions will be addressed, and the scope and impact of the consequences.    

Although a company may worry about an employee taking affirmative steps to spread negative sentiments about the company throughout the internet, employees do not always cause harm in this way.  Often, an employee may feel they are contributing in a positive manner on a message board or in a discussion based forum.  It is not guaranteed all readers will interpret what was posted in the manner they meant it.  Therefore, it is also important to consider a policy concerning “flaming” (participating in inflammatory disputes) with bloggers or critics who post negative commentary on social media outlets.

Since no employee is immune to some type of social scrutiny a Social Media Policy should be all-inclusive.  It should outline acceptable and unacceptable actions for individuals currently participating in social media as well as provide a clear basis for those just starting to take the leap into new media.  

A proper Social Media Policy should also consider protection of company “assets.”  The policy should set up guidelines that explain and educate what employees can and cannot share in social media contexts.  In this respect, “assets” can mean anything from trade secrets, proprietary information and technology, confidential information, hiring and firing plans or sensitive documents. 
Hiring/Firing:  Social media is being used, perhaps against an employee’s or candidate’s liking, as a hiring and firing tool in many instances.  Employers will often look at online profiles when considering an applicant for a job.   This can be a great reference source with professional networking sites such as LinkedIn or other industry-based referral communities.  However, employers should err on the side of caution when making hiring decisions based solely on this information.  If an employer does use social networking sites to “screen” applicants risks can develop because these sites often display a great deal of personal information.  An employer is traditionally not permitted to ask about an applicant’s age, sexual orientation, political beliefs, religious affiliations and/or whether the applicant is disabled during an interview.  Depending on the manner in which this information is obtained and used it is possible an employer can be found to be in violation of various anti-discrimination statutes, privacy laws, state “off-duty” conduct statutes, federal and state Fair Credit Reporting Acts, and the National Labor Relations Act.
When a candidate or applicant openly posts content for the world to see an employer has a reasonable right to use it judge a candidates character.  Individuals should realize that content uploaded to YouTube, Facebook, MySpace or any other sharing platform invites the world judge them, not only prospective employers.  Alternatively, if the employer gains access to the information through a third party or adopts an alias to “friend” a candidate to gain information the company may be in violation of the various laws on electronic data.  If an employer decides not to hire a candidate based on information that was set as “private” and employer can be in serious trouble. 
Similarly, an individual who is a current employee of the company should be aware of the “public” information they are “posting”.  As discussed above, an employee may violate any number of the company policies through content posted on their profiles, message boards, forums, blogs or any other sharing platform.  The individual need not only worry about whether the content they are posting violates company policies per se.  Certain content may offend potential clients or alienate the poster from possible networking opportunities.  
First Amendment Issues: primarily impacts public employees.  Most recently the West Hartford School Board considered implementing a policy on employees’ public expressions.  The issue was the balance between the need of a public employer to maintain a certain image with the employee’s First Amendment right to free speech.
  In this instance, the question was whether the school teacher’s writings had a negative, or compromising, impact on their ability to teach in the classroom.
  

The issue is equally applicable to social media.  Employers and employees should be aware the that information posted on Facebook, YouTube or other media under the assumption of free speech may be deemed to have such a great effect on the employee’s ability to conduct their work that punishment is possible and justifiable. 

Dangers Raised Through Use of Social Media by Employees.  Many employers have yet to recognize the overall potential harm to their companies that can result from employees who blog, tweet, post, or check-in.  Below represent only a few of such consequences employers should be aware of:  

· Defamation Claims. Defamation claims represent a growing threat to employers as a result of the increased popularity of employee maintained blogs. To the same extent that an employer may be liable for defamatory publications of its employees, an employer may also be liable for an employee's defamatory private blog on topics that fall within the scope of the employee's employment or within the employee's actual or apparent authority. Even if an employee's statements are outside the scope of employment, an employer may find itself named as a defendant in a defamation suit if the blogging employee is the supervisor of the defamed individual or the employee's blog references the employer. The chance that an innocent employer may be a defendant in the latter situation is increased because bloggers often blog anonymously, leaving the employer as the only readily identifiable potential source of the defamatory blog.
 
· Harassment Claims. An employer may also be subject to liability for sexual harassment and hostile work environment claims based on an employee's private social media activities if a supervisor authors inappropriate comments about an employee or if the employer had knowledge that an employee authored harassing content about a co-employee. For example, in Blakey v. Continental Airlines, a pilot filed a hostile work environment claim against Continental Airlines arising out of derogatory comments posted about her on a pilots' electronic bulletin board operated by a third-party service provider.
  The court held that Continental Airlines has a duty to take effective measures to stop co-employee harassment when it knows or has reason to know that such harassment is part of a pattern of harassment taking place in settings related to the workplace. 
· Economic Damages to Employers. An employer's business itself may be harmed by defamatory comments on employee blogs or through message boards and forums where an employee can post content. Employees may use social media as a means to anonymously defame employers, supervisors, or other employees, which may harm employee morale, result in a loss of good will with patrons, or damage the employer's public image.
  In the late 1990s, for example, Southern Pacific Funding Corporation filed for bankruptcy after its stock prices fell from a high of $17 to $1 - a spiral triggered by blog postings claiming that company executives were covering up multi-million dollar embezzlement, exaggerating economic forecasts and putting the company up for sale.

· Disclosure of Confidential Information. Social media activities may also result in the unauthorized release of company information and data into the public domain. Whether published by a disgruntled employee or a loyal yet naïve worker, a post that discusses an employer's confidential, business, or financial information may have far-reaching and harmful consequences for the employer, such as the dissemination of trade secrets. Similarly, the unwanted release of business or financial information may result in securities law violations, such as unlawful release of inappropriate information in advance of an initial public offering.

Anonymous Postings.  The ease with which an employee can anonymously post anti-employer content has made it difficult for employers to protect themselves against defamation, disparagement in the business community and disclosure of confidential and proprietary information by employees. The first step in redressing the problems caused by anonymous posters is to identify who is responsible.  The most widely used mechanism for identifying a rogue blogger involves the filing of a "Doe" lawsuit, in which no named defendant is identified and then serving a subpoena on the Internet Service Provider ("ISP") hosting the blog - seeking documents designed to learn the blogger's identity.
 Once the blogger's identity is disclosed, the plaintiff can amend the pleadings or, if necessary, re-file the suit in a jurisdiction where the blogger is subject to service of process.

The Digital Millennium Copyright Act (DMCA) is another tool, specific to the arena of copyright, whereby persons infringing copyrights via the Internet can be identified. The DMCA allows the clerk of the United States District Court to issue a subpoena to an ISP requesting disclosure of an infringing blogger's identity, without requiring the filing of a Doe lawsuit. Under the DMCA, the clerk is served with a declaration and proposed subpoena.
  The declaration must state that (1) the complaining party has a good faith belief that use of material in the manner complained of is not authorized by the copyright owner, its agent, or the law; (2) the proposed subpoena is in proper form; and (3) the declaration is properly executed under the laws of the United States.

Of course, like any subpoena, a subpoena designed to discover a blogger's (or any social media users) identity can be challenged. The most common challenges to an "identity subpoena" are based upon purported privacy and free speech rights. A court will weigh five factors when balancing a social media users rights against an employer's request for disclosure of the poster’s identity:

1. Is the ISP subject to direct liability in the action? As ISP providers are immune from liability under the Communications Decency Act, this factor typically weighs against disclosure;

2. Is the information sought crucial to a plaintiff's case? Since the identity of an alleged bad actor is typically critical, this factor usually weighs in favor of disclosure;

3. Has the plaintiff exhausted all alternative means of obtaining the information before seeking disclosure from the ISP? In California, employers must attempt to identify employees they believe to be involved in the bad act and may even be required to question suspected employees under oath before a court will allow disclosure;
 

4. What is the importance of protecting the confidentiality at issue? This turns on whether the information disseminated relates to matters of great public importance; and 

5. Is the employer likely to succeed on the merits of the claims against the poster?

Disciplining Employees for Statements Made Through Social Media and Forcing Employees to Remove Negative Comments.  Once the identity of a posting employee is established, an employer's next step is to determine whether to force the employee to remove negative comments from the blog and whether to discipline or fire the employee.  Most states, have employment at-will policies, meaning that an employer may fire an employee for any reason that is not prohibited by statute.  Thus, an employer generally may discipline an employee for statements made on a social media platform or threaten to fire the employee if the negative material is not removed.  However, there are exceptions to this rule that may cause an employer to be subject to wrongful termination and other claims.
Under the National Labor Relations Act ("NLRA"), an employee may not be disciplined for discussing wages, hours, or other terms and conditions of employment.
  Thus, an employee may not be fired for urging other employees to complain about a particular employment practice. A posting that encourages other employees to lodge complaints or that contains an employee forum discussing certain employment policies may, therefore, be protected.  The NLRA does not give an employee unlimited rights however, for example, an employee may not act unreasonably, such as encouraging other employees to disseminate deliberately untrue statements.

  
In Konop v. Hawaiian Airlines, an airline pilot sued his employer, alleging that the airline unlawfully retaliated against him for publishing articles on his blog that were critical of airline management and labor concessions. Hawaiian Airlines contended that the employee's publications were not protected organizing activities under a statute comparable to the NLRA and that, even if protected, the employee forfeited his rights by disseminating information he knew to be false. The court explained, there was no dispute the blog constituted protected union organizing activity and ruled that the allegedly defamatory comments were simply hyperbole or opinion - not deliberately false statements of fact.  Similarly, most states protect employees' political speech.
An employee's social media activity may also be protected under various whistleblower statutes, such as the Sarbanes-Oxley Act.
  Employees may even use media content as a pretext for invoking protection under Title VII of the Civil Rights Act, so as to characterize any discipline for their social media activities as unlawful discrimination. 
DISCLAIMER

The presentation and printed information provided by Cantor Floman is not, nor is it intended to be, legal advice. The laws pertaining to New Media and Digital Media are complex, frequently change, and vary from state to state.  You should consult an attorney for advice regarding your individual situation.  We invite you to contact us and welcome your calls, letters and electronic mail. Contacting us does not create an attorney-client relationship.  Please do not send any confidential information to us until such time as an attorney-client relationship has been established. 

� Mark Adams, Director of Communications for the International Olympic Committee, quoted in “Social media bringing down the walled garden of the Olympic Games,” TMC.net, Sept. 24, 2009.


� 16 CFR Part 255.


� 16 CFR § 255.l(d).


� Doctor’s Associates Inc. v. QIP Holders LLC, 82 U.S.P.Q.2d (BNA) 1603 (D. Conn. April 18, 2007).


� Joseph Lewczak, "Quiznos/Subway Settlement Poses Threat to Future UGC Promos", PROMO Magazine, March 23 2010.


� Screen Actors Guild Media Contracts � HYPERLINK "http://www.sag.org/new-media-contracts" �http://www.sag.org/new-media-contracts� (last visited July 12th, 2010). 


� American Federation of Television and Radio Artists Contracts � HYPERLINK "http://www.aftra.org/contracts.htm" �http://www.aftra.org/contracts.htm� (last visited July 12, 2010). 


� American Federation of Musicians � HYPERLINK "http://www.afm.org/" �http://www.afm.org/� (last visited July 12, 2010). 


� � HYPERLINK "http://experiencematters.wordpress.com/2009/09/26/best-buy-learns-social-media-lesson" �http://experiencematters.wordpress.com/2009/09/26/best-buy-learns-social-media-lesson� (last visited July 12, 2010). 


� � HYPERLINK "http://www.pbs.org/wnet/need-to-know/culture/heather-armstrong-on-social-media/267/" \o "Permalink to Dooce.com’s Heather Armstrong on social media" �Dooce.com’s Heather Armstrong on social media� � HYPERLINK "http://www.pbs.org/wnet/need-to-know/culture/heather-armstrong-on-social-media/267/" �http://www.pbs.org/wnet/need-to-know/culture/heather-armstrong-on-social-media/267/� 





� YouTube Website, Privacy Issues: Privacy Complaints for Other People, available at:


http://www.google.com/support/youtube/bin/answer.py?answer=84753 (“In order to process privacy claims, we must receive notification directly from the individual in the video…. Any attempt to report a privacy violation for someone other than yourself will not be investigated.”)


� Facebook Statement of Rights and Responsibilities, available at: http://www.facebook.com/terms.php?ref=pf (last visited, July.12, 2010).


� United States Patent and Trademark Offices website, Glossary: � HYPERLINK "http://www.uspto.gov/main/glossary/index.html#trademark" �http://www.uspto.gov/main/glossary/index.html#trademark�, (last visited July 12, 2010).  


� United States Patent and Trademark Offices website, Glossary: � HYPERLINK "http://www.uspto.gov/main/glossary/index.html#trademark" �http://www.uspto.gov/main/glossary/index.html#trademark�, (last visited July 12, 2010).  


� Vanessa De La Torre, “West Hartford School Board Considers Policy on Employees’ Public Expression (see: Facebook),” The Hartford Courant, June 30, 2010.


� School Board Considers Social Media Usage Policy for Teachers, Other Employees, � HYPERLINK "http://www.ctemploymentlawblog.com/2010/06/articles/hr-issues/school-board-considers-social-media-usage-policy-for-teachers-other-employees/" �http://www.ctemploymentlawblog.com/2010/06/articles/hr-issues/school-board-considers-social-media-usage-policy-for-teachers-other-employees/� (last visited July 12, 2010).


� INTERNET LAW - Employee Blogs Pose Potential Problems for Businesses, � HYPERLINK "http://www.ibls.com/internet_law_news_portal_view.aspx?s=latestnews&id=1629" �http://www.ibls.com/internet_law_news_portal_view.aspx?s=latestnews&id=1629� (last visited  July 12, 2010).


� See Blakey v. Continental Airlines, Inc., 164 N.J. 38, 54 (2000). 


� INTERNET LAW - Employee Blogs Pose Potential Problems for Businesses, � HYPERLINK "http://www.ibls.com/internet_law_news_portal_view.aspx?s=latestnews&id=1629" �http://www.ibls.com/internet_law_news_portal_view.aspx?s=latestnews&id=1629� (last visited  July 12, 2010).


� Laura DiBiase, "Are Your Clients Smear-Savvy?”, Am.Bankr.Inst.J. 22, 22 (Nov. 18, 1999).


� INTERNET LAW - Employee Blogs Pose Potential Problems for Businesses, � HYPERLINK "http://www.ibls.com/internet_law_news_portal_view.aspx?s=latestnews&id=1629" �http://www.ibls.com/internet_law_news_portal_view.aspx?s=latestnews&id=1629� (last visited  July 12, 2010). 


� INTERNET LAW - Employee Blogs Pose Potential Problems for Businesses, � HYPERLINK "http://www.ibls.com/internet_law_news_portal_view.aspx?s=latestnews&id=1629" �http://www.ibls.com/internet_law_news_portal_view.aspx?s=latestnews&id=1629� (last visited  July 12, 2010). 


� Id. Referencing; RIAA, Inc. v. Verizon Internet Services, Inc., 351 F.3d 1229, 1233 (D.C. Cir. 2003) cert. denied 125 S. Ct. 309 (2004) (The Recording Industry Association of America (RIAA) made use of the DCMA subpoena procedure in connection with efforts to stop infringement of copyrighted music via peer-to-peer file sharing. However, the DCMA's subpoena provision was held to be inapplicable where, as in that case, the ISP did not store the infringing material on its server, but merely acted as a conduit for data transferred between Internet users.).


� See 17 U.S.C. § 512(h)(4)


� INTERNET LAW - Employee Blogs Pose Potential Problems for Businesses (last visited July 12, 2010), citing 47 U.S.C. § 230; see also O'Grady v. Superior Court, 139 Cal. App. 4th 1423, 1468-69 (2006).


� Id. at 1469-70.


� Id. at 1471-75.


� See Mitchell v. Superior Court, 37 Cal. 3d 268, 279 (1984) (setting forth the five factors); see also O'Grady, supra., 139 Cal. App. 4th at 1468-80 (applying five factors and holding that disclosure of identity of employee contributors to website [O'Grady's Powerpage] improperly in light of employer's [Apple Computer, Inc.] failure to exhaust other means for obtaining information).


� 29 U.S.C. §§ 157, 158.


� See Konop v. Hawaiian Airlines, Inc., 302 F.3d 868, 882 (9th Cir. 2002).


� 29 CFR §1980.102.





Page 16 of 17

[image: image1.jpg]